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The poster presents an overview of the IDC Disaster Recovery (DR) Pilot 2024,

highlighting results, technical achievements, and future plans. It reflects the CTBTO’s

commitment to operational continuity, resilience.
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Disaster Recovery in the CTBTO

The IDC collects, processes and analyses monitoring

data and shares IMS data and IDC products with States

Signatories. To deliver data and services, the IDC

operates a set of computers and associated supporting

services in the CTBTO computer centre, which is

currently located in the Vienna International Centre

(VIC).

If an unexpected and catastrophic disaster were to

occur, resulting in the total loss of the CTBTO computer

centre, the IDC would be unable to meet its operational

requirements to provide data and products.

This poster presents a pilot study exploring how the

International Data Centre (IDC) could maintain its

operational functions in the event of a catastrophic

failure of the CTBTO computer centre at the Vienna

International Centre (VIC).

To ensure continuity in data acquisition, processing, and

dissemination, the pilot was launched in Q3 2024 to

gain practical experience in implementing the IDC

Disaster Recovery Plan and to evaluate the feasibility of

alternative infrastructure solutions.
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Replicate data recording 
off site for selected 
number of stations

Provide redundant data 
collection/recording for 

selected number of 
stations (GCI)

Preserve data forwarding 
to participating NDCs

•Decide on the physical location of the Disaster Recovery
(DR) site, ensuring alignment with operational, security,
and connectivity requirements.

•Install a secondary terrestrial circuit between the Vienna
International Centre (VIC) and the DR site to enhance
data backup throughput and resilience.

Site Selection and Infrastructure

•Define a broader scope for DR, encompassing not only 
data recovery but also operational continuity, 
infrastructure resilience.

•Include DR site considerations in the upcoming GCI IV 
Terms of Reference, enabling future contractors to 
incorporate DR design elements.

Scope and Design

•Dedicate (recruit) IT personnel to provide permanent 
technical support and operational oversight at the DR 
site.

Staffing and Support

•Adopt a phased implementation strategy, including:
•Scoping: Assess needs, risks, and dependencies.
•Design: Develop architecture, protocols, and integration 

plans.
•Pre-Implementation: Prepare the site, procure 

equipment (or services), and establish connectivity.
•Implementation: Deploy systems, test functionality, and 

validate operational readiness.

Implementation Approach

•Enable SOH-type monitoring (State-of-Health) at the DR 
site to ensure real-time visibility into system 
performance, outages, and data integrity.

Monitoring and Operational Assurance
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