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An Expanding Counter-AI Matrix: Whither the
Satellite Remote Sensing Revolution?

Satellite remote sensing is a commonly utilized tool for arms control and nonproliferation missions. Lately,
there has been growing interest in integrating AI into satellite remote sensing to improve analytical efficiency.
However, this enhancement could compromise accuracy and system security due to the susceptibility of AI
models to counter-AI techniques. The present research delves into the emerging threats posed by counter-AI
to AI-driven satellite remote sensing analysis. It will assess four threat scenarios – data poisoning, model eva-
sion, data inference, and model extraction. Potential counter-AI attacks encompass a range of adversarial AI
techniques, spanning from the digital to the physical world, giving rise to security concerns in international
and nuclear security. To address this, this article proposes a comprehensive defense framework comprising six
essentials: access and quality control of data andmodels, robustness enhancement of the frameworks, monitor-
ing capability improvement of the satellite remote sensing systems, knowledge and awareness enhancement
of humans, adaptability improvement of the risk management, and resilience planning for contingencies.
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